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Still in responsible disclosure
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“Hello!”

“Hello!”
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“How are you?”

“Hello!”
({§ 7))
How are you:
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Target:

* Security
* Privacy

Not target:
* Safety
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* Confidentiality

* Integrity

* Authenticity
+ Availability
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* Confidentiality Encryption
* Integrity Digital Signature/
* Authenticity MAC
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Transport Layer
Encryption

‘W

“Hello Bob!”

“Hello Bob!”
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Transport Layer
Encryption
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End-to-End
Encryption
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* Confidentiality
* Integrity

* Validity
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“Hello Bob!”
“Hello Alice!”
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Hello Bob! .. ..

1: “Hello Bob!”
4>
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Hello Bob! . ..

1: “Hello Bob!”
2: | received 1
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Hello Bob! .. ..

. W

1: “Hello Bob!”
4:1saw 1

>
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Transport Layer
Encryption
+
End-to-End
Encryption
Message based
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Hello Bob! .. ..

All analyzed protocols
vulnerable

1: “Hello Bob!”
2:1saw 1
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. activistsgroup!
Read by
Juraj Arbeit
Just now, 09:37

MNDS Lager
Just now, 09:37

Delivered to

MDS Netzlabor

Just now, 09:3

1-“ ¥ activists group!” _

<2..n: Alice, Bob, ... saw 1

All analyzed protocols
vulnerable
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Closeness:

Neither sending to
nor receiving from K

group
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End-to-End l
Encryption
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Message based
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variable groups
not protected

Add Charly
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< Activists @

< Activists @

Bob, You Alice, NDS, You
more info.
TODAY
. Alice created group “Activists [#%]"
& Messages you send to this group are now Soup
secured with end-to-end encryption. Tap for
more info.

# activists group!
You created group “Activists "

Is the meeting tomorrow?
« activists group! "
= grotP’ 1645w Alice added Charly
Is the meeting tomorrow? . ..

No, it's next week.. . ,,
And will you be there? . .,

And will you be there?
Yes I'll be there!

Yes I'll be there! ., ..

Nice! ...

0
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Everything photoshopped!

Just for illustration of vulnerabilities...
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< Activists @

Activists @
Bob, You <_

Alice, NDS, You
more info.
TOL AY
Alice created group “Activists [#8)"
& Messages you send to thi. roup are now Soup @
secured with end-to-end encry, n. Tap for
more info.

4 activists group!
You created group “Activists "

R Is the meeting tomorrow?

1 - I . .
- activists group! Alice thinks: Alice added Charly

* Meeting is tomorrow
And will you be there? .. * Bob will be there

Is the meeting tomorrow? . ..
No, it's next week.. ..,

And will you be there?
Yes I'll be there!

Yes I'll be there! ., ..
Nice! .. .. ,

® | o
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Activists @
e . Bob, You

< . Activists @
Alice, NDS, You

more info.

TODAY

, Alice created group “Activists [#8)"
@& Messages you send to this group are now grotp

secured with end-to-end encryption. Tap for
more info.

4 activists group!
You created group “Activists "
_ Is the meeting tomorrow?

% ivi | )
. activistsgroup! Bob thinks: Alice added Charly
Is the meeting tomorrow? ., .. ° Meeting is next week T
And will you be there? ..., * Alice knows that :
m.eetmfg, is next week And will you be there?
Yes[llbe there! ., * Alice will be there
Yes I'll be there! .. ,,
Nice! ..., , * Some Charly was
added
Nice!
® | O] ® | O
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< Activists @

Activists @
Bob, You <_

Alice, NDS, You
more info.
TODAY
. Alice created group “Activists [#%]"
& Messages you send to this group are now Soup
secured with end-to-end encryption. Tap for
more info.

4 activists group!
You created group “Activists "

B Is the meeting tomorrow?
“ activists group!

Attacker knows: Alice added Charly
Is the meeting tomorrow? ... ° ) :
2 Bob's meehng No, it's next week.. ..,
And will you be there? ..., is next week
. . . .
Alice’ meeting is not And will you be there?
Yes I'll be there! ., next week
Yes I'll be there! ., .,
Nice! ..., »
Nice!
® | [9
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* Confidentiality We cannot trust

* Closeness

S e —— X * The transcript
-« Validity X * That all members
e Order X trustworthy

* Authenticity

Provider can

* |Intercept and eavesdrop
* Drop messages

* Reorder messages

* Send to groups
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End-to-end Encryption
=

Security
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Thank you for your attention!

Any questions?
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